Privacy Policy
GEN-SMSI-NOT

______
Version D of 10.12.2021

1

VERSION HISTORY
Date
26/03/2020

Version

26/11/2021
10/12/2021

C
D

Editor
Etix Everywhere
Europe
Jean-Marie Mellet
Jean-Marie Mellet

B

Approving
Etix Everywhere Corp
Sebastien Menoreau
Sebastien Menoreau

LEVEL OF CONFIDENTIALITY
Public ☒
Enterprise
*

Internal ☐
Department / Role
Any interested party

Confidential ☐
Access
Reading the document

2

Public

Table of Contents
VERSION HISTORY ................................................................................................................................ 2
LEVEL OF CONFIDENTIALITY ............................................................................................................... 2
Table of Contents ................................................................................................................................... 3
1

Applicability .................................................................................................................................... 4

2

Who we are ..................................................................................................................................... 4

3

Privacy Context and Purposes......................................................................................................... 4

4

Categories of Information Collected............................................................................................... 4

5

How We Collect Your Information .................................................................................................. 5
5.1

Collection through our Website ............................................................................................. 5

5.2

Collection through cookies..................................................................................................... 5

5.3

Collection when using our services ........................................................................................ 5

5.4

Collection as part of the mission or the visit of our buildings ................................................ 6

5.5

Collection under video surveillance ....................................................................................... 6

6

Use of Personal Information ............................................................................................................ 7

7

Legal basis for use ........................................................................................................................... 7
7.1

Performance of a contract ...................................................................................................... 7

7.2

Legitimate interest .................................................................................................................. 8

8

Personal rights ................................................................................................................................. 8

9

Means of information protection .................................................................................................... 9

10

Data localization ......................................................................................................................... 9

11

Duration of storage .................................................................................................................... 9

12

Links to other websites ............................................................................................................. 10

13

Sharing Your Information .......................................................................................................... 10

13.1

Sharing with our affiliates ..................................................................................................... 10

13.2

Sharing with authorities or insurance companies ................................................................. 10

13.3

Sharing with other third parties ............................................................................................ 10

14

Automated decision-making .................................................................................................... 11

15

Contact Us ................................................................................................................................ 11

16

Update ...................................................................................................................................... 11

3

Public

1 Applicability
•
•

This Privacy Policy supersedes version B of March 6, 2020.
In accordance with the "Update" article, it will be applicable from1 January 2022.

2 Who we are
Etix Everywhere is a company of the Etix Everywhere Holdinggroup (360 Capital Digital Holding), a
limited company with a sole shareholder whose registered office is in Saint Herblain (44) France.
Etix Everywhere is a provider of high-end data centers for hosting critical IT and telecom infrastructures
for companies and communities. Its businesses are organized around 4 major activities: hosting in data
centers, data center management, outsourcing and telecom services operated.

3 Privacy Context and Purposes
At Etix Everywhere, we are committed to protecting your privacy and that of customers and visitors to
our sites, as well as our websites and customer portal (our "Website").
To this end, we have established this Privacy Policy (the "Policy"), which sets out how we will use the
information collected through our Website and the products and services we provide to you, with
whom we may share your information, and how long we usually keep it.
The Policy also informs you of your rights under applicable data protection and privacy regulations (the
"Data Protection Legislation"), including the General Data Protection Regulation (the "GDPR").
Please read the information contained in this Policy carefully and do not hesitate to contact us with any
questions in accordance with section 15.
Our affiliates may apply privacy policies specific to the products or services they provide that will
complement this Privacy Policy.

4 Categories of Information Collected
We may collect information that relates to you directly or indirectly, including the following categories
of personal information:
•
•
•
•
•
•
•

personal identifiers such as your name, contact details
your internet connection location ("IP") to the Websites;
communication preferences, including by telephone or email;
business information and histories such as the services you have purchased;
where appropriate, biometric information to ensure secure access to certain technical
equipment;
data center access logs (including date, time, location and badge information) and video
surveillance ("CCTV") recordings;
internet activity or other similar network activity, such as your browsing history; from the
networks of Etix Everywhere.
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5 How We Collect Your Information
We may collect information about you from your interactions with our Website, or as a customer, service
provider or third party in connection with the services we provide.

5.1

Collection through our Website

Our web servers collect the domain names and IP addresses of our visitors.
Some technologies we use (including cookies) may collect the type and version of your browser, the
types and versions of your browser plug-ins, your operating system and platform, information about
your visit, the interfaces you viewed, the information you searched for and the length of time you visited
certain pages.
We may also collect certain information on our Website when you fill out a form, communicate with us
through our Website or send electronic messages generated by our Website, such as your name,
company name, email address, telephone number and any questions, comments, suggestions and any
other information you provide to us.

5.2

Collection through cookies

A "cookie" is a small file that can be stored on browsers or devices by websites, or placed on your
computer's hard drive. Cookies allow web applications to respond to you as an individual. The web
application can tailor its operation to your needs, what you like and what you don't like, by collecting
and remembering information about your preferences.
Etix Everywhere uses cookies and similar technologies to collect information to authenticate users,
analyze website traffic as set out below, evaluate the effectiveness of the content of our Website and
advertising campaigns, and better understand and remember your online preferences and settings
when you use our services.
When you access our Website, you will be prompted to accept cookies. If you do not accept or refuse
cookies, the availability and functionality of the services we provide to you may be affected.
We may use traffic tracking cookies to identify which pages are being used and notify us when you visit
a page on our Website. This helps us to analyse data relating to web page traffic and to improve our
Website to adapt it to the needs of our customers. We use this information for statistical analysis
purposes. Overall, cookies help us provide you with a better Website, allowing us to monitor which
pages you find useful and which are not.
This is particularly the case by the presence _ if necessary _ of cookies: Google Analytics

5.3

Collection when using our services

You may give us information when you request or use our services, including by using our information
and communication systems (for example by filling out registration forms), when you correspond with
us by phone, email or otherwise, and when you report a problem with our services.
We may also collect your information as part of our ongoing efforts to keep our facilities and yours
safe. All staff, guests and visitors who wish to access our premises must comply with our access and
badge policy and complete our Badge Access Request Form to access our facilities. This form asks
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for certain personal information, including your name, title, badge number, contact details and
signature, so that we can verify your identity and ensure you have proper access to our facilities.
We may also collect information regarding your level of access authorization based on the location of
the data center and the use of badges/credentials. In the event that biometric data (fingerprint
readings) are used, this collected biometric data is stored in an encrypted format and locally in the
equipment. We provide a copy of our access and badge policy to individuals who require secure
badge access and who complete our Badge Access Request Form.

5.4

Collection as part of the mission or the visit of our buildings

In the context of commercial or professional relations, Etix Everywhere is required to collect:
•
•
•
•

•
•

company contact information, including company name, employee name, office location, title
and function;
a record of any correspondence between you and us;
details about your use of our systems and data centers, and the resources you access;
in relation to the services you may ask us to provide, security measures in our data centers,
including the use of video surveillance recordings, access log recordings, videoconferences
and teleconferences, fingerprint scans and the use of optical scanners that may collect data on
your smartphone screens (for example, via QR codes);
information we may request from you when you report a problem in a data center or on our
systems; and
a record of all access requests you have made on our systems.

Where information is necessary for us to provide you with a service or enter into a contract, failure to
provide that information, providing inaccurate information, or requesting deletion of your information
may prevent us from providing the service to you.
The Etix Everywhere servicesare not designed for or intended for children under the age of 16, and we
will not intentionally collect or retain information about anyone under the age of 16.

5.5

Collection under video surveillance

We prioritize the physical security of our data centers and take various measures to ensure the safety
of our staff, customers and visitors as well as the security of our facilities, including the implementation
of closed-circuit television (CCTV) or video surveillance systems on site in each of our data centers.
The recordings made may contain video footage and images recorded by the cameras of our premises.
CCTV cameras are installed at the entrances to our facilities, and may include outdoor cameras and
indoor cameras at the lobby or reception level. The CCTV system captures video images of the entry
and exit points of our buildings, the entry and exit points inside the building, including internal corridors
and entry points to secure areas located inside the building, delivery areas, any garage or parking
areas, as well as outdoor areas adjacent to the building. CCTV cameras are placed and directed at
people intending to access or access our premises or adjacent facilities, such as the car park.
These systems aim to control access to our data centers; secure property and information located or
stored on our premises; ensure the safety of our staff, customers and visitors; and prevent, detect,
deter and investigate (if necessary) any unauthorized physical access to our premises, any theft of
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equipment, assets or property of Etix Everywhere or its staff, customers or visitors, or any threat to the
safety of our staff, customers or visitors while on our premises.

6 Use of Personal Information
The information we collect from you may be used in one or more of the following ways:
• To personalize your experience: Your information helps us to better meet your individual
needs, in particular to facilitate navigation on our Website and the management and
monitoring of the services offered to you.
• To discuss or provide you with the provision of our products and services: We retain your
information in order to continue to provide you with our products and services, including
business information about your previous transactions.
• To improve our website: We continually strive to improve our website based on the information
and feedback we receive from you. This information is used to diagnose problems with our
server, to measure the number of visits and the number of pages viewed and to record the
methods of redirection to our website as well as the methods used to visit our website. We will
also use this information to evaluate how you use our website and how we can improve its
content.
• To improve our products and services: We also strive to continuously improve our products
and services based on the information and feedback we receive from you, including any
optional customer satisfaction surveys.
• Improve customer service: Your information helps us respond more effectively to your
customer service requests and support needs.
• To improve security: Your information, such as information about your use of the Site and your
IP address, can help us prevent and combat online fraud. They will also help us maintain
security in our data centers, and CCTV footage and footage can be used to support incident
reports. CCTV footage is only accessible to security personnel with certain permissions and this
access is very limited.
• To send periodic emails: With your consent, the email address you provide may also be used
to send you information and updates relating to your services, in addition to company news,
updates and information about related products or services that you will receive from time to
time. Please note that you may have your name removed from our direct marketing lists by
email by contacting us at any time by email at unsubscribe@etixeverywhere.com and
specifying "Please remove me from all mailing lists".

7 Legal basis for use
To collect, use, store, process or share your personal information, we rely on a legal basis governed by
data protection legislation, which generally includes one of the following grounds:

7.1

Performance of a contract

Where the information collected from you is necessary to perform a contract with you or to provide
you with a service, its processing is lawful. This will often be the case when the contract cannot be
concluded or fulfilled without the information in question.
Information may also be requested so that we can fulfill our legal or regulatory responsibilities, such as
disclosures to relevant government authorities or regulatory bodies.

7

Public

If consent is the legal basis, Etix Everywhere will always obtain your explicit consent for the collection
and processing of your information. Transparent information about our use of your information will be
provided to you at the time your consent is obtained and your rights regarding that information are
explained to you. This includes your right to withdraw this consent to processing at any time by
contacting us. This information will be provided free of charge in an accessible form and written in plain
language.

7.2

Legitimate interest

If the processing of specific personal information is in our legitimate interest and this outweighs any
impact on your rights and freedoms, then this legitimate interest will be the legal reason for our
processing. Our main legitimate interest is to continue to grow our business and improve the
performance of Etix Everywhere. Like what:
• to prevent fraud or other criminal activity;
• to fulfil our contractual obligations to other customers or suppliers, for example information on
purchase orders, quality documentation, email correspondence and contracts between us and
our customers;
• to provide you with a more personalized service, including by tailoring content and resources
to your preferences and in a format that is as efficient as possible for your device;
• to meet our legal and regulatory requirements;
• to ensure the security of networks and information, including access management to prevent
unauthorized access to our systems and the transmission of malware;
• to ensure the safety of employees and other visitors to our data centers;
• to ensure the security of our facilities and assets, as well as our personal belongings (if any);
• to benefit from cost-effective services (for example, we may choose to use certain IT platforms
offered by service providers);
• to create aggregated, anonymous information and for other research and development
purposes to improve the performance of Etix Everywhere;
• to exercise our rights under Articles 16 and 17 of the EU Charter of Fundamental Rights,
including our freedom to conduct a business and our right to property;
• to enable employees to interact; and
• to achieve our corporate and social responsibility goals.
To the extent possible, we may also rely on the following grounds to process your information: if this
is necessary to protect your vital interests or your safety or those of another person; or if it is widely
considered to be in the public interest.

8 Personal rights
Depending on your place of residence, you may have specific rights under data protection legislation.
If you reside in the European Union or if the GDPR otherwise applies, you have the following rights
with respect to your information:
•
•
•

request access to your personal information. This allows you to receive a copy of the personal
information we hold about you.
request the correction of your personal information. This allows you to have any incomplete or
inaccurate information we hold about you corrected.
request the erasure of your personal data. This allows you to ask us to erase or delete personal
information where there is no valid reason for us to continue using it. You also have the right
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•

•
•
•
•

•

to ask us to erase or delete your personal information where you have exercised your right to
object to processing (see below).
request the limitation of the collection and use of your personal information. This allows you
to ask us to suspend the use of personal information about you, for example if you want us to
establish its accuracy or the reason for its processing.
request the portability of your personal data to another party.
(not applicable to our services)
withdraw your consent, where the processing does not constitute a legal or contractual
prerequisite for the performance of the services
object to the processing of your personal information. Where we invoke a legitimate interest
(or that of a third party) and your particular situation has particularities, you can let us know if
you wish to object to the processing.
specify guidelines for the use of your information after your death.

To respond to your request, we may need to ask you for specific information to help us confirm your
identity and ensure your right to access that information (or to exercise any other of your rights). This
is another appropriate security measure to ensure that personal information will not be disclosed to
anyone who does not have the right to receive it.
The request must be sent in accordance with the article "Contact us" below.

9 Means of information protection
We are committed to protecting your personal information from unauthorized access, use or disclosure.
We use various security measures and procedures to protect the information we collect from you,
including firewalls, cyber defenses such as anti-spam and anti-malware tools, encryption, and restricted
access controls.
Etix Everywhere applies an information security management approach based on the ISO 27001
standard. An Information System Security Officer ("CISO") is appointed to govern and monitor the
terms of protection of this data.

10 Data localization
We store the information you provide to us on computer systems located in a controlled facility based
in the European Union and with limited access.
The information you provide in connection with the services we offeris primarily stored on servers
located in the relevant data centers or in a Microsoft data center in France.

11 Duration of storage
We retain your personal information only as long as is reasonably necessary to achieve the purposes
for which we collected it, including to satisfy any business, legal, accounting or reporting requirements.
In particular, we will keep your contact details:
• where you are associated with a contract of one of our customers, as long as we continue to
provide the service to you and for a reasonable period of time (five-year prescription)
thereafter; and
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•

•

with regard to footage recorded by CCTV, for as long as permitted and/or required by the
applicable laws depending on the geographical location of the premises: one month for
European datacenters. After this period, any footage recorded by CCTV is automatically
deleted, unless it constitutes evidence in the context of an ongoing investigation or if the law
requires that it be retained.
the various letters not related to a contractual commitment (request for information, internship,
application ...) are kept for a maximum period of three years.

With regard to the Websites:
• connection logs are set with one-yearretention. After this period the data is deleted, unless
an investigation / judicial requisition / legal procedure has decided otherwise.
• Our own cookies are kept for the time of the session
• Third-party cookies are stored for the duration of the intermediary concerned.

12 Links to other websites
Our website may contain links to other websites of interest. However, once you have used these links
to leave our website, you should be aware that we have no control over other websites.
Therefore, we cannot be held responsible for the protection and confidentiality of the information you
provide when visiting such websites, which are otherwise not governed by this policy.

13 Sharing Your Information
13.1 Sharing with our affiliates
We share your personal information with our affiliates as part of our regular reporting activities on
business performance, supervision and control of our business, in the context of a corporate
reorganization or restructuring, for system maintenance support and for data hosting.

13.2 Sharing with authorities or insurance companies
We share your personal information with different authorities, institutions or government agencies (or
similar) when it is necessary to comply with the law, or when otherwise desirable, for the purposes of
their regulatory tasks.
We may also disclose your personal information to insurers as part of our insurance agreements, which
are otherwise legitimate. In particular, as access control and CCTV images are an essential aspect of
the security measures supporting our services and helping to deter and investigate any threats or
unauthorized access to the data center infrastructure, we may disclose this information.
We may also need to share your personal information with a regulatory body or to comply with the law.
(YEARS, ANSSI ...)

13.3 Sharing with other third parties
We may share your personal information with third party service providers who provide services on
behalf of Etix Everywhere (such as third party marketing service providers). In such cases, we always
control your personal information and we will take steps to ensure its proper protection by obtaining
from service providers that they undertake to process your information for specific purposes and in
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accordance with our instructions, and to apply appropriate security measures to protect your personal
information in accordance with our policies.
The categories of third-party service providers who process personal information on our behalf, and
the nature of the work they perform for us, include marketing services such as email support and
analytics service providers, third-party security services (posting on-site personnel to provide physical
patrols of the Sites, review CCTV images and badge access, and similar measures to ensure physical
security), and website hosting and cloud computing services.
Data center users will be able to get a more detailed list of service providers that process customers'
personal data by accessing their customer service.
We may share your personal information with other third parties and their advisors in connection with
a possible sale, merger or restructuring of our business.

14 Automated decision-making
You will not be subject to decisions that will have a significant impact on you solely on the basis of
automated decision-making. There will always be human intervention in decisions based on automated
processing, including automated analysis, testing and profiling. However, if this position changes, or if
there is a need and a legitimate reason to do so, we will update this policy accordingly.

15 Contact Us
If you wish to obtain a copy of the information held about you, exercise any of your other rights or if
you have any questions about this policy, please do not hesitate to contact us at the following address:
Etix Everywhere France
Information Security Officer
Impasse Joséphine Baker – 44800 – France
or by e-mail to
rssi@etixeverywhere.com

If you believe that we have operated in a manner inconsistent with or in violation of this policy, please
write to us or email us at the above address.
If we do not satisfactorily remedy an inconsistency or problem, you have the right to lodge a complaint
with a supervisory authority in your place of residence or work, or where the problem occurred. An
updated list of supervisory authorities is available on the website of the European Data Protection
Supervisor (EDPS) or for France at: https://www.cnil.fr

16 Update
We may revise this policy periodically and whenever required.
Policy updates will be posted on our website and posted at least 30 days prior to their effective date.
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We will also take steps to notify you of any updates to this policy that may have a negative effect on
you. We will communicate them in the way we usually do with you
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